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Developing, Conducting, & Maintaining a Hazard Welcome & Introductions

Inventory

Welcome to Developing, Conducting, and Maintaining a
Hazard Inventory!

Developing, Conducting, and
Maintaining a Hazard Inventory

GERMG GLOBAL BIORISK MANAGEMENT CURRICULUM
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Developing, Conducting, & Maintaining a Hazard
Inventory

-® Introductions

- Students
—Whatis your name?
—Where are you from?
~ Something fun about

Welcome & Introductions
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Action Plan

BE ABLE

KNOW FEEL TO DO
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Developing, Conducting, & Maintaining a Hazard Biorisk Management
Inventory

&

! Key Messages

« Biological hazards can be grouped
according to risk group schemes and aid
in risk assessment.

« There are unique roles and

responsibilities when working with the
hazard inventory.

» The inventory system should capture
information about each hazard to
effectively track the hazard. In addition,
the system should be reviewed regularly
and allow for continual improvement.
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Developing, Conducting, & Maintaining a Hazard Biorisk Management
Inventory

-&- Biorisk Management: the AMP -&-  Key Components of Biorisk

- Model e Management

» Biorisk Assessment

— Process of identifying the hazards and
evaluating the risks associated with
biological agents and toxins, taking into
account the adequacy of any existing
controls, and deciding whether or not the

risks are acceptable g

Biorisk
Management

( Mitigation
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Developing, Conducting, & Maintaining a Hazard Biorisk Management
Inventory

! S S
~&- Key Components of Biorisk -&- Key Components of Biorisk
! |
GBAMC Management GBAMG Management
« Biorisk Mitigation » Biorisk Performance
— Actions and control measures that are put — Improving biorisk management by
into place to reduce or eliminate the risks recording, measuring, and evaluating
associated with biological agents and organizational actions and outcomes to
toxins reduce biorisk.

.
X

R
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Developing, Conducting, & Maintaining a Hazard

Inventory

]

-&-

1

CWA 15793: Laboratory Biorisk
Management
* |s a management system standard
c::unsistentgwith other international
standards such as
— 1508001 / 14001 and OSHAS 18001
+ The Standard is performance oriented
= Describes what needs to be achieved
— How to do it is up to the crganization
« Does not replace national regulations
- %mmmm is mandatory under CWA
« Designed to be comprehensive
framework for blosam biosecurity
(biorisk) program o
- Erl:tkh emwmgsmw of organizations, nat

What is the CWA 15793 and how is it useful?

CWA and PDCA Management System
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Developing, Conducting, & Maintaining a Hazard CWA and PDCA Management System
Inventory

i What is the purpose of the CWA 15793?
Purpose of the CWA 15793:2011

The Standard is used for:
— Improving overall laboratory biorisk
management and performance
— Increasing awareness and the
adoption of performance (outcome)
based approaches for biosafety and T

Page 9



Developing, Conducting, & Maintaining a Hazard CWA and PDCA Management System
Inventory

Continual improvement through a cycle of planning,

[
Fian —Do - Check — Act (PDCA) implementing, checking, and review and evaluation.

List additional examples for:
Plan —

Do —

Check —

Act —
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CWA and PDCA Management System

Developing, Conducting, & Maintaining a Hazard
Inventory

i Benefits of implementing the CWA include:

“®” Implementing CWA 15793:

Enables organizations to:

- Establish and maintain a biorisk
management system lo control or
minimize risk to acceptable levels to
employees, the community and others

—Provide assurance that the requirements are in place and

—Provide a framework that can be used as basis for
training and awareness raising

- Seek and achieve certification or verification by an
independent third party

Page 11




Developing, Conducting, & Maintaining a Hazard Identifying and Classifying Lab Hazards
Inventory

Define what a hazard is:

[
"'@ - "
; Ida"t'fyl"g Lab Hazards Note that there are many types of hazards in the laboratory

A hazard is a source that has a potential for causing

=4

* In the lab, there may be many types of hazards:
— Biclogical (our focus today)
= Rndiulnglcal _
(fire, electrical, ergonomic, sharps, heat,
d, pressure, laser, andauun J
+ A hazard is not a risk, without a specific
environment or ﬂuﬂm
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Developing, Conducting, & Maintaining a Hazard Identifying and Classifying Lab Hazards
Inventory

| What types of biological hazards may be found in your facility?
"&i'"
!

GERMC

BID'O-QICEI' Hazards (You may wish to record your answers here along with on the

. t-it not
Group Exercise provided post-it notes)

= Today, we will be focusing on biological
hazards, but many of the principles of

this course may be applied for all
hazards

» What types of biological hazards may
be found in your facility’?
— Discuss in your group
— Write each answer on one sticky note

— When you are finished, place your sticky
notes on the flip chart at the front of the
room
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Developing, Conducting, & Maintaining a Hazard Identifying and Classifying Lab Hazards
Inventory

i Why do we need to identify all the biological hazards in our

*@ Bi Olﬂgl cal Hazards laboratories?

Group Exercise
Why do we need to identify and inventory
all biological hazards in our facilities?
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Developing, Conducting, & Maintaining a Hazard Identifying and Classifying Lab Hazards
Inventory

é Hazard identification is necessary in order to perform a proper
—@- . assessment of the risk posed by the biological hazards in the
j Hazards and Risks aboratory. posea ™y ?

If we know what hazards we have, we
can properly assess and manage risk

Likelihood

Consequences
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Developing, Conducting, & Maintaining a Hazard
Inventory

@~ Material Control and Accountability

GERMG

* Biclogical hazard inventory is an

important aspect of a laboratory’s risk-
based material control and
accountability (MC&A) system ==

= MC&A helps dissuade adversaries
insiders) from stealing biclogical
azards

* The inventory should include all
biological materials that are subject
to MC&A measures
— Including accountable individual

* Decisions must be made;
— Which materials are subject to MC&A
— Who i= accountable for them

Page 16

Identifying and Classifying Lab Hazards

The objective of MC&A measures is to dissuade adversaries
(especially insiders) from stealing or misusing the hazardous
biological materials at your facility.

Control — ensures that material is confined to known, legitimate
use

Accountability — ensures oversight by formally associating
materials with people and information records




Developing, Conducting, & Maintaining a Hazard
Inventory

I
jﬂ; Classification of Biohazards
* We can classify and prioritize biological

hazards by examining factors associated
with safety and security

+ Example: Safety-related factors
— Pathogenicity
— Mode of transmission and host range

— Local availability of effective preventative
measures

— Local availability of effective treatment

+ Characterization of the hazards and
associated safety factors enable risk
assessment
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Identifying and Classifying Lab Hazards

Categorize biological hazards according to their
characteristics.

Characteristics associated with biosafety:

Characteristics associated with biosecurity:




Developing, Conducting, & Maintaining a Hazard
Inventory

I

"&I“‘

!

* Risk Group 2 — moderate individual

» Risk Group 3 — high individual risk,

WHO Risk Groups

* Risk Group 1 — no or low individual

and community risk

risk,
low eommunity risk

low community risk

Risk Group 4 — high individual and

community risk

Some countries/regions have developed

RG classification schemes:

htip:/absa.org/riskgroups/index. him/

Risk groups do NOT directly equate to biosafety
levels for laboratory work
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Identifying and Classifying Lab Hazards

The World Health Organization (WHQO) has developed guidelines on
biosafety “risk groups.”

Risk Group 1 — a microorganism that is unlikely to cause human or
animal disease

Risk Group 2 — A pathogen that can cause human or animal disease
but is unlikely to be a serious hazard to laboratory workers, the
community, livestock or the environment. Laboratory exposures
may cause serious infection but effective treatment and preventative
measures are available and the risk of spread of infection is limited

Risk Group 3 — A pathogen that usually causes serious human or
animal disease but does not ordinarily spread from one infected
individual to another. Effective treatment and preventative measures
are available.

Risk Group 4 — A pathogen that usually causes serious human or
animal disease and that can be readily transmitted from one
individual to another, directly or indirectly. Effective treatment and
preventative measures are not usually




Developing, Conducting, & Maintaining a Hazard Identifying and Classifying Lab Hazards
Inventory

| Hazard characterization based on biosecurity-related
-@- . characteristics is focused on analyzing those agent properties,
%5 What about security? yzing gen: prob

which could make it an effective weapon in the hands of a
» Related but distinct view of
biological hazards l?
A

malicious person or group.
+ A safety hazard concern

does not necessarily Laboratery
equate to a security Py
concemn hew

» Focus analysis on whether o
an agent’s properties would
make it an effective
weapon
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Developing, Conducting, & Maintaining a Hazard Identifying and Classifying Lab Hazards
Inventory

é Risk groups related to biosecurity can be created as well.
' Malicious Use Risk Groups
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Developing, Conducting, & Maintaining a Hazard Identifying and Classifying Lab Hazards

Inventory
| Write down three important items you leaned during this
~@- module:
! Summary
GBRMGC
Exercise:

In your workbook, write down three important
items you learned during this module

Share your responses with your group
— Write the three top items from your group
on your flip chart

— Why did your group pick those items? Be prepared to share with your group and the class.

Now what?
— How can we perform hazard identification
and inventory in the lab?
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Developing, Conducting, & Maintaining a Hazard Hazard Inventory
Inventory

What do we mean when we talk about a biological hazard
inventory?

I
_.&e._
!

GERMC

Hazard Inventory

« What is an inventory of biological
hazards (agents and toxins)?

— An accurate and up-to-date record of
biological hazard holdings of a unit
(facility, laboratory, etc.)

« A properly implemented
inventory is a central
element of the hazard
identification (and risk
assessment) process!
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Developing, Conducting, & Maintaining a Hazard Hazard Inventory

Inventory
i Complete the table provided. Fill free to include more answers
- here if needed.
! Benefits and Challenges

Group Exercise:

In your groups, complete the following
table in your workbooks:

Challenges Associated with
Implementing an Inventary
System

Do the benefits outweigh the challenges?
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Developing, Conducting, & Maintaining a Hazard

Hazard Inventory
Inventory

A hazard inventory control process can be designed,

i
B ; impl ted, evaluated, and optimized using the PDCA
PDCA and ]m“tory Process implemented, evalua ptimized using

process.

D.
] . L e ———

Check =1
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Developing, Conducting, & Maintaining a Hazard
Inventory

I

"&i'"

!

+ Hazard identification is -
Ini;Enrtant for a comprehensive Q :':“__\ ﬂ'
r s

» CWA 15793:2011, Section
4.3.1.3:

* Define an approach for

Plan - Hazard Identification

assessment and biorisk
management program

= “The hazards associated with
sed work shall be
dentified and documented. "

conducting hazard identification
that meets this standard
requirement

We're focusing on bioclogical
hazards, but remember this
applies for all potential hazards at
your facility!!
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Hazard Inventory

The first step of the PDCA cycle is Planning.

In order to plan a practical and effective hazard
inventory system, we must have some sense of what
the biological hazards are that we will be dealing with.

It is important to devise a systematic, reproducible, and
reliable approach to hazard identification in the
laboratory. This is imperative in order to compare data
over time and measure process improvements (or
degradation).




Developing, Conducting, & Maintaining a Hazard Hazard Inventory
Inventory

B4 PDCA Training Scenario

Scenario:

Your group is the decision-making
council for a large research laboratory
that works with several biological agents
and toxins. Due to a recent incidentin
which several old vials containing small
amounts of a potent toxin were lost, the
council is considering establishing a
standard inventory system for the entire
facility.
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Developing, Conducting, & Maintaining a Hazard

Inventory
I
& Hazard Information
GBRMGC
Discussion:

Using the scenario information and
your experience:

1.

S e

What types or categories of
information could be available to
you and your staff that would enable
a biological hazard identification
process?

Who can provide this information?
What are the benefits and
limitations of each category?

= Discuss within your group

— Write your answers in your workbook
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Hazard Inventory

What types or categories of information could be available to
you and your staff that would enable a biological hazard
identification process?

Think about who in your laboratory could provide this
information?

Finally, not all sources of information will necessarily give you
everything you need. Hazard identification involves putting
together pieces of information from multiple sources to create
the most comprehensive picture possible. Think about the
benefits and limitations of the information types that you listed.




Developing, Conducting, & Maintaining a Hazard Hazard Inventory
Inventory

This slide shows potential information sources based on CWA

Some Potential Answers 15793.

Facilty drasangs
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Developing, Conducting, & Maintaining a Hazard Hazard Inventory

Inventory
i Hazard identification requires that your team consult multiple
*?* Hazard Identification — Key sources of information.
Messages
» Hazard identification is a key
first step for biorisk
assessment

+ Proper hazard identification
requires multiple sources of
information

» Hazard identification should
utilize diverse expertise from
a team of personnel
-~ CWA 15793: "hazard

identification process requires
a multidisciplinary risk
management team..."
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Developing, Conducting, & Maintaining a Hazard PLAN Hazard Identification
Inventory

| In your workbooks, you will find the CWA requirements for
-'f-?* Plan — Establish Specific Steps “biological agents and toxins inventory and information.”

GERMC

What specific :
determinations or actions
are required to plan for
a new or updated hazard
inventory that meets the
CWA requirements?
— Working with a partner,
try to identify five items

— Think about your role
as a facility leader

Working with a partner at your table, discuss what specific
steps can you take in planning stage for a new or updated
hazard inventory that meets the CWA requirements?
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Developing, Conducting, & Maintaining a Hazard PLAN Hazard Identification
Inventory

) CWA Key Requirements for Hazard Inventory:

;E; CWA 15793 — Key Requirements

4.4.4.2 Biological agents and toxin inventory and
information

+ The organization shall ensure that an accurate
and up-to-date bfﬂfﬂgfﬂif agents and toxin
inventory is established and maintained.

* It shall ensure that records relating to the
inventory of biological agents and toxins are
currenf, complete and stored securely with
adeguate backup provision.

» It shall ensure that transfers of biclogical
agents and toxins between [aboratories at the
facility or into and out of the facility are
recorded and controlled in line with the level
of the risk.
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Developing, Conducting, & Maintaining a Hazard
Inventory

Plan - Personnel Responsibilities

How would you assignroles :
and responsibilities among Q ?_ﬁ@
you and your staff? Work with | ~

your groups to complete the ¥
table in your workbooks.
Category of Personmnel Responsibiity FOCA Component
Laboratory Staff *Catalogue all bickogeal agents n the +Dip
laboratory under supervision of
labaralony mana ger,
Labaratory Staff +Raport hazards encounterad durng +£Check

wark
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PLAN Roles and Responsibilities

Think about the categories of personnel we discussed earlier
when we talked about hazard identification, and for each major
category of laboratory or external personnel, assign specific
hazard inventory responsibilities to them. For each
responsibility you come up with, try to categorize it in terms of
the PDCA cycle.




Developing, Conducting, & Maintaining a Hazard

Inventory
8- Leadership Roles &
cBRMC Responsibilities

What are some of your key roles &
responsibilities?

Decide to establish or upgrade a hazard
inveniory system

+ Establish cr update policies that support ||

and fund the establishment and conductof ||
hazard inventones and hazard identification

+ Allocate any necessary resources

(funding, staff time, training)

Asgszign roles and responsibilities

Communicate expectations, roles, responsibilities for hazard
identification and inventory processes o your staff

Monitor and review the inventory system through the PDCA
cycle
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PLAN Roles and Responsibilities

List the essential functions you can play in hazard inventory:




Developing, Conducting, & Maintaining a Hazard PLAN Roles and Responsibilities
Inventory

Review PLAN of PDCA with respect to Hazard Inventory.

Additional Notes/Examples:
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DO Implement the System

Developing, Conducting, & Maintaining a Hazard

Inventory
é What actions are required to implement a hazard inventory
~@- ! system based on plans developed during the first stage?
" Do - Implement the System Y P veloped during fhe first stag
Discussion:

In your groups, discuss what are the most
important actions for you and your staff to
take to implement a hazard inventory
system. Write your answers in your
workbooks (10 minutes).
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Developing, Conducting, & Maintaining a Hazard
Inventory

I
_.a._
!

GERMC

Sample Information

Scenario Exercise:

For an experimental b '
pathogenesis study, your Lead .

scientist has ordered a ;
replacement sample of the ...'.‘
toxin to replace the lost vials.

— What information about this toxin sample
should be captured in the inventory?

Write down your answers (5 minutes), then
discuss your answers in your groups (10
minutes). Write down your group's answers on
your flip chart.
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DO Implement the System

What information about the toxin sample should be captured in
the inventory?




Developing, Conducting, & Maintaining a Hazard DO Implement the System
Inventory

CWA 15793 and other guides (Laboratory Biosecurity

Potential Inventnry Information Handbook) have identified some specific types of information
regarding biological agents and toxins that should be captured
in the inventory.

g L Fieeords for receiving,

shipmend, franspari

wenbfiers far inventary
tems

Recands {inchuding
names and dakes) of

matenal usage,
cansumplian,
eatruclion, rernoual, or
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Developing, Conducting, & Maintaining a Hazard

Inventory
&
1 DO - Key Points
et bt

Proper implementation of hazard
imventory policies and procedu ot
wﬂh biorisk mamgern'g:rt s
" Informing risk assessment
= En hazardous samples to
be contralled and
_ﬁunﬂudfnrhymmm

DO Implement the System

Review DO of PDCA with respect to Hazard Inventory.

Additional Notes/Examples:
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Developing, Conducting, & Maintaining a Hazard CHECK Does the System Work?
Inventory

Discuss what are the most important actions for you and your

[
Check — Does the System Work? staff to take to check a hazard inventory system?

Discussion

In your groups, discuss what are the
most important actions for you and your
staff to take to check a hazard inventory
system. Write your answers in your

workbooks (10 minutes).
S 2 D.
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Developing, Conducting, & Maintaining a Hazard
Inventory

I
_..a._
!

GEAMGC

Inventory as a Tool

Scenario:

Six months after your facility's new hazard
inventory is complete, a scientist who worked
with the toxin samples several months ago
finds her laboratory's door unlocked an
open when she arrives in the morning. She
is accountable for the toxin samples, Her
colleague left in a hurry last night, and he
does not remember if he closed and locked
the door or not.

1. What could have happened?

2. Can the facility's hazard inventory
be useful in this situation?

Page 40

CHECK Does the System Work?

How can the facility’s hazard inventory be useful in the

situation?




Developing, Conducting, & Maintaining a Hazard
Inventory

-5

1

CHECK - Key Points

* The “CHECK" stage of
the PDCAcycle is
focused on monitoring the
implementation of the
hazard inventory system,

-and taking corrective
actions if necessary

* The hazard inventory may
also be useful as a tool to
check other aspects of
the lab biorisk
management system

CHECK Does the System Work?

Review CHECK of PDCA with respect to Hazard Inventory.

Additional Notes/Examples:
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Developing, Conducting, & Maintaining a Hazard ACT How to Get Better?
Inventory

i Discuss what are the most important actions to take to review,

*@ Act — How To Get Better? innovate, and act to improve a hazard inventory system?

Discussion:
In your groups, discuss what are the most
important actions or steps to take to review,
innovate, and act to improve a hazard
inventory system. Write your answers in your
workbooks (10 minutes).

PI.'rI Dn
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Developing, Conducting, & Maintaining a Hazard
Inventory

]

e ACT - Key Points

ACT How to Get Better?

Review ACT of PDCA with respect to Hazard Inventory.

The “ACT" stage P D. Additional Notes/Examples:

involves regular review
of the biological
hazard inventory
system and acting on
this information to
enable continual
improvement

' A Coin
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Developing, Conducting, & Maintaining a Hazard Protecting Information
Inventory

| In your laboratory, who currently has access to your inventory
“@-  Protecting Inventory Information records?

GERMC

In your laboratory, who currently has

access to your inventory records? Do other personnel who don’t need access as part of their

functions, such as maintenance staff or visitors, have access to
records?

Would it be possible for unauthorized individuals to access
inventory-related information in your facility?

Page 44




Developing, Conducting, & Maintaining a Hazard Protecting Information
Inventory

According to the CWA, organizations should have policies and

I
*f-?' Protecting Inventory Information procedures in place to identify sensitive information, and a
GERMC review and approval process shall be used to control access to
* CWA 18793 “The organization shall have a policy and this information.
procedure in place to identify sensitive mfummtﬁn:a

review and roval process shall be used fo confrol
access o su”.?ﬂ infarmation.™

+ = your hazard inventory information considered
sensitive information?

= The answer depends on your risk 3
— assessment I i |
— MC&A information should be protected =
— Protect information that is too sensitive for '
public distribution I -
- Risks to information include
* Loss of inbegrity
+ Loss of confidenlialty
* Loss of avaiabiity
+ As leaders, you must ensure that a robust
systemis in e at your laboratonies to
enzure this determination is made properly.
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Developing, Conducting, & Maintaining a Hazard
Inventory

. Grl?dad protection based on g™
ris ’ .
* Restrict access to employees 4
with a need =)

+ Secure storage (paper and Y,
electronic) \ x

Key Aspects of Information
Security

%

— IT security

* Review & approval policies governing transmission

and transport of sensitive information

+ [Effective destruction procedures (paper and

electronic)

System performance should be monitored and
evaluated for improvement (PDCA)
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Protecting Information

The level of protection applied should be risk-dependent.

Some key principles and procedures common to information
security systems include:

* Restrict access to sensitive information

e Store your hazard inventory information securely

* When sensitive information is no longer required, it
should be destroyed in a secure fashion. This is true for
both physical and electronic records

* Finally, as with all elements of the lab biorisk
management system, the performance of your lab’s
information security procedures should be monitored,
evaluated, corrected, and improved over time




Developing, Conducting, & Maintaining a Hazard Protecting Information
Inventory

é What are you currently doing well?
v Reflection

« Consider what measures your facility
has in place to protect hazard inventory
information.

* What are you currently doing well?

» What improvements could
you consider? =
— Write your thoughts in
your workbooks.

What improvements could you consider?
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Developing, Conducting, & Maintaining a Hazard Review
Inventory
&

To wrap-up, let’s discuss what we
learned about Developing, Conducting
and Maintaining a Hazard Inventory...

sl ===
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Developing, Conducting, & Maintaining a Hazard Review
Inventory

&

! Key Messages

« Biological hazards can be grouped
according to risk group schames and aid
in risk assessment.

* There are unique roles and

responsibilities when working with the
hazard inventory.

» The inventory system should capture
information about each hazard to
effectively track the hazard. In addition,
the system should be reviewed regularly
and allow for continual improvement.
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Action Plan

Yourlearning doesn't stop with this lesson. Use this spaceto think about what else you need to do or learn
to put the information from this lesson into practice.

What more do | need to How will | acquire the How will | know that I've How will | use this new
know or do? knowledge or skills? succeeded? learning in my job?
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